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Mathematics in modern cryptography
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Cryptography is a key technology in electronic key systems, we will study cryptography theory and its

application. In this course, we will study symmetric cryptosystem, public-key cryptosystem, digital

signatures; And using some mathematics, for example: residue class ring, prime number generation.
Keywords : Cryptography, prime number, public-key cryptosystem
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Introduction to cryptography history, Euclidean algorithm, complexity

theory, congruence,
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Introduction to modern cryptography, residue class ring, Fermat’s little

theorem, Chinese remainder theorem.
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14:00-17:00 |Finite fields, symmetric cryptosystem, AES.

17:00-17:40 |Exam : 17:00-17:40

Prime number generation, public-key cryptosystem, RSA, Diffle-

Hellman.
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Hash-function, birthday paradox, digital signatures, introduction to

bitcoin
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Introduction to Cryptography, Johannes A. Buchmann, Springer.
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